DraftRapid antigen testing – collection of information principles (ACT public sector information sheet)

If you implement a rapid antigen testing program at your workplace the following principles should be applied to information collected, its use and storage as a result of conducting testing at work. 
What type of information does this apply to?
If you collect information about the testing of your workers as part of a rapid antigen test (RAT) program you will need to implement policies and procedures to prevent unauthorised access to or release of the information collected.
The type of information that these principles should be applied to includes:
· personal information about the worker who has undergone a RAT test where the identity of the worker is apparent; and
· if applicable, the outcome of the workers RAT test
It is important to remember that the privacy of a person who has undergone a test or tested positive for COVID-19 must always be maintained.
Why do these principles apply?
RAT testing using Therapeutic Goods Administration (TGA) approved testing kits is an accepted tool for the detection of COVID‑19 positive cases, with positive RAT results being treated as a positive COVID-19 case in the ACT. Accordingly, the activity of providing a RAT testing program in your workplace, either via point of care testing or a self‑test, has the direct purpose of assessing (based on test results) the physical health of your workers in relation to COVID-19 which is considered to be a health service activity under the Health Records (Privacy and Access) Act 1997.
This information sheet sets out the minimum principles in relation to privacy and access that applies to the types of information indicated in the above section, collected as part of a workplace RAT program. 
Key principles when collecting RAT testing information
1. Am I able to lawfully collect the information – you will be able to collect information as part of a lawfully authorised RAT program.
2. What is the purpose of collecting the information – you should only collect personal information that is necessary for the intended purpose and have a clear purpose statement for the collection of information that can be provided to a worker whose information you collect.

3. Appropriate safekeeping, storage and destruction policies and procedures for information collected must be maintained. 
Checklist for how to deal with confidential RAT information?
 the information collected must be directly related to the claimed purpose
 has the person been advised of the purpose of collecting the information
 do you have a safe and secure means of storing the information collected that can only be accessed by authorised personnel – only personnel who need access to the information should be authorised
 a paper record may be securely destroyed if the record has been transferred to an accessible electronic record 
 information collected can only be destroyed seven years after the date of the last information collection or, if the person is under 18 years old at the time of collection, after the person turns 25
 you will need to keep a register of records that have been destroyed that includes, the person the information relates to, the period of the record, date it was destroyed – a record only needs to be kept for 7 years on this register
 you may take reasonable steps to allow the person, the subject of the information to ascertain whether you hold their information, the nature of the records held, purposes for which the information is used and how the person may obtain access to their information
 if you need to update a record of RAT information collected as part of a workplace RAT program, you must not delete the original record but are allowed to correct or add to the original record of the information 
 unless necessary to prevent a significant risk to life or physical, mental or emotional health of a person, the information must not be disclosed to a third party without authorisation from the person from whom the information was collected
 if you expect you will need to disclose the information to a third party, and the disclosure is directly related to the claimed purpose you will need to make sure you have advised person from whom the information is collected of these expected disclosures



